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L (Currently Amended) An authentication communication system which includes 
(a) a storage medium having an area for storing digital information and (b) an access device for 
reading/writing digital information fiom/into the area, the authentication communication system 
comprising: 

a first authentication phase in which the access device transmits to the storage 
medium scrambled access information generated by scrambling access information which' shows 
the area, and authenticates whether the storage medium is authorised according to a challenge- 
response authentication protocol umng in which first and second response values are compared, 
the scrambled access information being used bv the access device and the storage medium fbr 
calculating the first and second response values, respectively: 

a second authentication phase in which the storage medium authenticates whether 
the access device is authorized; and 

a transfer phase in which, when the storage medium and the access device have 
authenticated each other as authorized devices! the storage medium extracts the access 
information from the scrambled access information that was used in the authentication protocol, 
and the access device reads/writes digital information from/into the area shown by the access 
information 

2. (Currently Amended) The authentication communication system of Claim 1, 
wherein in the first authentication phase, 
the access device includes: 
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an access information acquisition unit for acquiring the access information which 
shows the area; 

a random number acquisition unit for acquiring a random number; 

a generation unit for generating random number access information by combining 
the access information and the random number; and 

an encryption unit for encrypting the random number access information 
according to an encryption algorithm, to generate the scrambled access information, 

the storage medium includes a response value generation unit for generating [[a]] 
the second response value from the scrambled access information, and 

the access device includes an authentication unit for authenticating whether the 
storage medium is authorized using the first and second response value. 

3, (Original) The authentication communication system of Claim 2, 
wherein in the transfer phase, the storage medium includes: 

a decryption unit for decrypting the scrambled access information according to a 
decryption algorithm to obtain the random number access information; and 

a separation unit for separating the access information from the random number 
access information. 

4. (Original) The authentication communication system of Claim 3, 
wherein in the first authentication phase, 

the access device further includes a random number seed storage unit for storing a 
random number seed, and 
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the random number acquisition unit acquires the random number by reading the 
random number seed from the random number seed storage unit. 

5. (Original) The authentication communication system of Claim 4, 

wherein in the first authentication phase, the access device further writes the 
scrambled access information over the random number seed stored in the random number seed 
storage unit* as a. new random number seed. 

6. (Original) Ihe authentication communication system of Claim 3, 
wherein in the first authentication phase, 

the access device further includes a random number seed storage unit for storing a 
random number seed, and 

the random number acquisition unit acquires the random number, by reading the 
random number seed fiom the random number seed storage unit and generating the random 
number based on the random number seed. 

7. (Original) The authentication communication system of Claim 6, 

wherein in the first authentication phase> the access device further writes the 
random number over the random number seed stored in the random number seed storage unit as 
a new random number seed 

8. (Original) The authentication communication system of Claim 3, 
wherein in the transfer phase, 

the storage medium, which stores digital information in the area, includes an 
encryption unit for reading the digital information from the area shown by the access information 
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and encrypting the digital information according to an encryption algorithm to generate 
encrypted digital information, and 

the access device, which reads the digital information from the area, includes a 
decryption trait for decrypting the encrypted digital information according to a decryption 
algorithm to obtain the digital information, the decryption algorithm being an algorithm for 
decrypting a cryptogram generated according to the encryption algorithm. 

9. (Original) The authentication communication system of Claim 3, 
wherein in the transfer phase* 

the access device, which writes digital information into the area, includes: 
a digital information acquisition unit for acquiring the digital information; and 
an encryption unit for encrypting the digital information according to an 
encryption algorithm to generate encrypted digital information, and 

the storage medium includes a decryption unit for decrypting the encrypted digital 
information according to a decryption algorithm to obtain the digital information, and writing the 
digital information into the area shown by the access information, the decryption algorithm being 
an algorithm for decrypting a cryptogram generated according to the encryption algorithm. 

10. (Original) The authentication communication system of Claim 3, 
wherein in the transfer phase, 

the access device, which writes digital information into the area, includes: 
a digital information acquisition unit for acquiring the digital information; 
a content key acquisition unit for acquiring a content key; 
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a first encryption unit for encrypting the acquired content key according to a first 
encryption algorithm to generate an encrypted content key; 

a second encryption unit for encrypting the encrypted content key according to a 
second encryption algorithm to generate a double-encrypted content key; and 

a third encryption unit fbr encrypting the digital information according to a 

second encryption algorithm using the content key, to generate encrypted digital information, 

the storage medium includes a decryption unit for decrypting the double- 
■ 

encrypted content key according to a first decryption algorithm to obtain the encrypted content 
key, and writing the encrypted content key into the area shown by the access information, and 

the storage medium fttrther includes an area for storing the encrypted digital 

information. 

11, (Currently Amended) An authentication communication method used in an 
authentication communication system which includes (a) a storage medium having an area fbr 
storing digital information and (b) an access device for readingtaritmg digital information 
from/into the area, the authentication communication method comprising; 

a first authentication step in which the access device transmits to the storage 
medium scrambled access information generated by scrambling access information which shows 
the area, and authenticates whether die storage medium is authorized seconding to a challenge- 
response authentication protocol eeifig m which first and second response values are compared, 
the scrambled access information bring used bv the access device and the storage medium for 
calculating the first and second response values, respectively: 
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a second authentication step in which the storage medium authenticates whether 
, the access device is authorized; and 

a transfer step in which, when the storage medium and the access device have 
authenticated each other as authorized devices, the storage medium extracts the access 
information from the scrambled access information that was used bx the authentication protocol, 
and the access device reads/writes digital information from/into the area shown by the access 
information, 

12, (Currently Amended) A computer-readable storage medium which stores an 
authentication communication program for use in an authentication communication system (a) 
which includes a storage medium having an area for storing digital information and an access 
device for rcadingAvriting digital information from/into the area* and (b) in which the digital 
information is transferred after each of the storage medium and the access device authenticates 
each other as authorized devices, the authentication communication program comprising: 

a first authentication step in which the access device transmits to the storage 
medium scrambled access information generated by scrambling access information which shows 
the area, and authenticates whether the storage medium is authorized according to a challenge- 
response authentication protocol tt&g in which firqf fflyfl m^V ti response va lues are compared- 
the scrambled access information being used bv tfaa access device and the storage medium for 
calculating the first and se cond response valuea. respectively. 

a second authentication step in which the storage medium authenticates whether 
the access device is authorized; and 

42*»47tt*RSCEHRV*n576 7 



PAGE 9/49 * RCVD AT MOOS 1:11:44 PM [Eastern Daylight Time] * SVR:USPT0£FXRF-1/4 1 DNIS:2738300 * CSID:714 427 7799 * DURATION (mm-ss):12-20 



714 4-27 77SQ 4/28/2006 10:11 AM PAGE 10/022 Fax Server 

Snell Wilmer L.L.P. Orange County 



Patent 
4247S-8700 

a transfer step in which, when the storage medium and die access device have 
authenticated each other as authorized devices, the storage medium extracts the access 
information from the scrambled access information thai was "used in the authentication protocol, 
and the access device reads/writes digital information from/into the ansa shown by the access 
information. 

13-16. (Cancelled) 

17. (Currently Amended) An access device for reading/writing digital information 
from/into an area in a storage medium, comprising: 

an authentication means for transmitting to the storage medium scrambled access 
information generated by scrambling access information which shows the area, and 
authenticating whether the storage medium is authorized according to a challenge-response 
authentication protocol nw&g in which fi rst and second response vaflues are compared, the 
scrambled access information freing used bv the access device and the storage medium far 
calculating the first and second response values, respectively: 

& proving tBueans for proving to the storage medium that performs authentication 
of the access device that whether the access device is authorized; and 

g& access means for reading and writing digital information from and to the area 
shown by the access information, which is extracted by the storage medium from the scrambled 
access information that was used in the authentication protocol, when the storage medium and 
the access device have authenticated each other as authorized devices. 

18. (Currently Amended) The access device of Claim 17, 
wherein the authentication means includes; 
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an access information acquisition unit for acquiring the access information which 
shows the area; 

a random number acquisition unit for acquiring a random number; 

a generation unit for generating random number access information by combining 
the access information and the random number, 

an encryption unit for encrypting the random number access information 
according to an encryption algorithm, to generate (he scrambled access information; and 

a transmission unit for transmitting the scrambled access information to the 
storage medium, 

the storage medium generates [[a]] the second response value from the scrambled 
access information, and transmits the second response value to the access device, and 
the authentication means farther includes: 

a reception unit far receiving the second response value from the storage 
medium, and 

an authentication unit for authentication whether the storage medium is 
authorized, using the first and second response value. 

19. {Currently Amended) A storage medium having an area for storing digital 
information wherein an access device reads/writes digital information from/into the area* 
comprising: 

a proving means for receiving scrambled .access information* generated by 
scrambling access information thai shows the area, from the access device and proving whether 
the storage medium is authorized to the access device that performs a uthenti cation of the storage 
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medium according to a challenge-response authentication protocol ufling in which first and 
second response values are compared, the scrambled access information being used bv the access 
device and the storage medium for calculating the first and second response values, respectively: 
an authentication means for authenticating whether the access device is 
authorized; mi 

SD extraction means for extracting the access information from the scrambled 
access information received by the reception means when the storage medium and the access 
device have authenticated each other as authorized devices; 

wherein the access device reads/writes digital information from/into the area 
shown by the access information extracted by the extraction means. 

20. (Previously Presented) The storage medium of Claim 19, 
wherein the extraction means includes: 

a decryption unit for decrypting the scrambled access information according to a 
decryption algorithm to obtain random number access information; and 

a separation unit for separating the access information from the random number 
access information. 

21. (Currently Amended) An authentication communication method comprising: 
transmitting scrambled access information from an access device to a storage 

medium, wherein the scrambled access information is generated by scrambling access 
information having an area; 

authenticating whether the storage medium is authorized in the access device 
according to a challenge-response authentication protocol uaing in which fi rst and second 
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response values are compared, the scrambled access information being used tav the access device 
and the storage medium for calculating the first and second resp onse values, respectively. 

authenticating -whether the access device is authorized in the storage medium; and 
when the storage medium and the access device have authenticated each other as 
authorized devices, extracting the access information from the scrambled access information and 
reading/writing digital iitftamation from/Into the area shown by the access information. 

22* (Currently Amended) An access device for reading/writing digital information 
from/into an area in a storage medium* said access device comprising: 

an authentication unit operable to transmit to the storage medium scrambled 
access information generated by scrambling access information which shows the area, and 
authenticate whether the storage medium is authorized according to a challenge-response 
authentication protocol using in which first and secomj response values are compared, the 
scrambled access information frein? used bv the access device and the storage medium for 
calculating the first and second response values, respectively: 

a proving unit operable to prove to the storage medium that performs 
authentication of said access device whether said access device is authorized; and 

an access unit operable to read/write digital information from/to the area shown 
by the access information, which is extracted by the storage medium from the scrambled access 
information that was used in the authentication protocol, when the storage medium and said 
access device have authenticated each other as authorized devices. 
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23. (Currently Amended) A storage medium having an area for storing digital 
information wherein an access device reads/writes digital information from/into the area, said 
storage medium comprising: 

a proving unit operable to receive scrambled access information, generated by 
scrambling access information which shows the area, from the access device, and prove whether 
said storage medium is authorized to the access device that performs authentication of said 
storage medium according to a challenge-response authentication protocol using in which first 
and second response values are compared, (he scrambled access information being used bv fee 
flCregg <teVW9 ttttd foe storage medium for gflfctftoftttg fte first and second response VfllUCg. 
respectively: 

an authentication unit operable to anrhflnricam whether (he access device is 
authorized; and 

an extraction unit operable to extract the access information from the scrambled 
access information when said storage medium and the access device have authenticated each 
other as authorized devices; 

wherein the access device is operable to read/write digital information from/into 
the area shown by the access information extracted by said extraction unit. 

24. (Previously Presented) The authentication communication system of Claim 1, 
wherein the access information comprises address and data size information. 

. 25. (Previously Presented) The authentication communication method of Claim 11, 
wherein the access information comprises address and data size information. 
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26. (Previously Presented) Hie computer-readable storage medium of Claim 12, 
wherein the access information comprises address and data size information, 

27. (Previously Presented) The access device of Claim 17, wherein the access 
information comprises address and data size information. 

28. (Previously Presented) The Storage medium of Claim 19, wherein Hie access 
information comprises address and data size mfoiin&Uon. 

29. (Previously Presented) The authentication communication method of Claim 21, 
wherein the access information comprises address and data size information* 

30. (Previously Presented) Hie access device of Claim 22, wherein the access 
mfhrmation comprises address and data size information. 

31. (Previously Presented) Hie storage medium of Claim 23, wherein the access 
in&nn&tioncoinpri^ 



13 



4247U7O0ra*C£JKftVM?2$?ti 



PAGE 15/49 ' RCVD AT 4/28/2006 1:11:44 PM [Eastern Daylight Time] * SVR:USPT0-EFXRF»1/4 * DNIS:2738300 * CS!D:714 427 7799 ' DURATION (mm-ss):12-20 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 



BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 
□yGRAY SCALE DOCUMENTS 



LI LINES OR MARKS ON ORIGINAL DOCUMENT 
□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 



IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 






OTHER: 



